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Introduction 
 
The United States Bankruptcy Court for the Eastern District of Virginia is  
upgrading from Bankruptcy CM/ECF Release 3.4 through Bankruptcy CM/ECF  
Releases 4.0 and 4.1 to 4.2. These releases include new functionality that you   
should review and become familiar with as part of your office operations.  
Particular attention should be paid to maintaining your CM/ECF accounts,  
navigating through the CM/ECF System and the manner in which certain  
documents are filed.  Information will be provided at a later date regarding  
activation of new features not otherwise described in this Summary of New  
Features for External Users.  
 
Training contacts can be reached as indicated on the Court’s CM/ECF Home Page’s  
Getting Started with ECF Page, at 
                    http://www.vaeb.uscourts.gov/ecf/GettingStarted.htm. 
 
Additional information is available on the CM/ECF Users’ Guides page, at 
                    http://www.vaeb.uscourts.gov/ecfguides/ecfotm.htm. 
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What’s New in Releases 4.0, 4.1 & 4.2 for External Users  
 

Internet Browsers 
Releases 4.0, 4.1 and 4.2 work correctly with Firefox 3.5 and Internet Explorer 7 and 8.   
Mozilla Firefox 2 and Internet Explorer 6 are no longer supported. 
 
Password Security 
Stronger Password Requirements – You must change your CM/ECF passwords to comply with the 
new security requirements. 
 
See Fig. 1 

• All passwords will be rejected at first 4.0-4.1-4.2 login, even if they meet the new 
requirements. 

• Each password must be encrypted with new stronger encryption algorithm. 
• If you changed to a stronger password before 4.0-4.1-4.2 implementation, it still can be re-

used. Just re-enter the same data. 
 
New password security requirements: 
• A minimum of 8 characters is required. 
• Upper and lower case alpha characters must be used. 
• At least one digit or special character (e.g., 0-9, @, #, $, %,^, +, :) must be used. 
• You will receive the ***Notice*** message at Fig 1 until the password is updated correctly. 
• Clicking the link in the message will allow you to change your password. 

 
 
 
 
 
 
 

              Fig. 1 

• You either must create a new stronger password, or  
• You can re-enter your old password if it meets the new requirements.  See Fig. 2. 
 
 
 

  
     
    

    
 
 

Fig. 2 
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• Your account will be locked out for 5 minutes after 5 invalid login attempts. 
• Lockout times will be increased by one minute for each subsequent attempt. 

 
Maintain Your ECF Account 
 

• E-Mail Notification  
You now have the option through ‘Maintain Your ECF Account’ to choose whether you want 
notification of bankruptcy matters when your appearance is entered only in the Adversary 
case.  See Fig.3.  You will be prompted to enter your primary and secondary email addresses 
twice.  If these two fields do not match, you will receive an error message.  Please note that 
the address will not be saved until both fields match.  You may elect to have more than one 
secondary e-mail address.  To do so, you must separate those addresses by commas.  Prior to 
Releases 4.0, 4.1 and 4.2, you could do so by entering secondary e-mail addresses on multiple 
lines.  That process, however, no longer is permitted. 
 
 
 

 

 
 
 
 
 
 

                        Fig. 3 
NOTE: **Limited Creditor Users now have the option to receive email notification of 
filings.** 
 

Internet Credit Card Payments, Tracking Filing Fee Balances & Lockout for 
Failure to Pay Filing Fees 
 
Internet Credit Card Payments 
New Fee Payment Selection Screen, see Fig. 4 

 
                                                      
 
 
 
 
Fig. 4                             
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• Prior to Releases 4.0, 4.1 and 4.2, when you made an Internet payment, all the fees that had 

been incurred up to the time of payment had to be paid at once.  Now, when you click the Pay 
Now button, the above new screen, Fig. 4, appears.  You may select to pay some or all of the 
fees in a given transaction.   

 
• On the above screen, all outstanding fees are displayed together with a check box for each 

such fee.  You should check the box next to each fee that you will pay and then click the 
“Next” button. The screen that will appear displays a summary of the selected fees, along 
with a “Pay Now” button.  Clicking this button opens a panel to allow payment. 

 
Tracking Filing Fee Balances 
 

• Prior to Releases 4.0, 4.1 and 4.2, there was no way to track the balance due when a filing fee 
was paid in installments. Now, for pending cases opened after these releases have been 
installed, the outstanding filing fee balance is tracked in CM/ECF, see Fig. 5.  

• A new “Filing Fee” selection is available from the main Query output screen. For bankruptcy 
cases, this option displays a screen listing the filing fee amount, details on any payments that 
have been made, and the outstanding balance due. An additional section displays any related 
adversary proceedings with deferred filing fees.  

• For adversary and miscellaneous proceedings, the “Filing Fee” query displays the case opening 
fee and the balance due (if the filing fee was deferred). 

 
 
 
 

   
    
   

 
 
 
 
 
                        
                    Fig. 5  
   

Lockout for Failure to Pay Filing Fees 
 

• All fees associated with a filing are due at the time of filing.  If you do not pay fees you have 
incurred, one or both of the following may occur: 
 

o You may receive email notification from the court, indicating that you have 
outstanding fees.  This notification will include a hyperlink to allow you to pay the fees 
immediately. 
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o You may be prevented from filing electronically in the court until you have paid all 
fees.  The email notification described above includes details regarding when this will 
occur if fees remain unpaid.  If prevented from filing, you still may log into CM/ECF to 
pay fees.  Once all fees are paid, your filing permissions are reinstated upon your next 
login. 

 
• TO AVOID EITHER OF THESE TWO OUTCOMES FROM OCCURRING, PLEASE PAY YOUR 

FEES WHEN THEY ARE DUE. 
 
Adversary Case Opening 
 
Attorneys for plaintiff no longer will have to add themselves when opening an adversary with a 
complaint, see Fig. 6. Prior to Releases 4.0, 4.1 and 4.2, an attorney opening an adversary case was 
prompted to create an association with the plaintiff in the case.  Now, a “Counsel for” selection 
option appears (if the adversary proceeding is not a complaint) to allow the attorney to indicate 
which party they represent: if the default “Plaintiff” is selected, the filing attorney is automatically 
associated with the plaintiff; if “Defendant” is selected, the filer may make the attorney association 
during docketing. 
                 

                

Fig. 6 
 
 
 
 
 

[THIS AREA IS INTENTIONALLY LEFT BLANK] 
 
 
 
 
 

Attorney button replaced with 
 ‘Add additional attorney’ 
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Plaintiff’s attorney will not be able to add attorney for defendant. Attorney for defendant(s), if 
any, will be added upon appearance, see Fig. 7. 
 
 

    
 
 
 
 
 
 
 
 
 

    Fig. 7 
 

Reports, Time Selection Icon & Queries 
 
Cases Reports 

• An option to filter by attorney name or Bar ID now appears on the selection screen, see Fig. 
8. 

• The report now is limited to a range of 31 days.  This prevents you from unintentionally 
requesting a large data set, which would result in an unnecessarily large PACER fee. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

                                                                                      Fig. 8 

Attorney button removed if 
plaintiff’s attorney is opening 

Attorneys will be limited 
to date range of 31 days 

Search by attorney 
name or Bar ID 

Pro se selection 
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Fig.  9 
 

• When an attorney’s name is entered, a list of matching attorney names is displayed, of which 
you may select one or more.  Check boxes allow you to search for attorneys by party role: 
debtors, plaintiffs, defendants, creditors, or all.  Alternatively, you can choose to view only 
cases with pro se debtors.  See Fig. 9 above. 

 
Docket Report 

• Alias now prints on one line on Docket Report and Notice of Bankruptcy Case Filing, see Fig. 
10. 

• The “Show Associated Cases” hyperlink appears only when an active association exists.   
• The county of residence is now displayed along with the address information on the report 

output for debtors and joint debtors. 
• All attorney email addresses displayed on the Docket Report are now hyperlinks. 
• To have  "Include headers…" selected by default, the attorney must go to Utilities, Maintain 

Your ECF Account, and select the checkbox "Add Headers to PDF documents", on the 
Account screen." 

 
 
 
       

 
 
 
 
 
                                                 Fig. 10 
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Time Selection Icon 
On screens allowing a time selection, the time field now includes an icon to populate the time from a 
graphic. When clicked, the icon, Fig. 11, displays a clock graphic:  
 

 
  Fig. 11 
 

• Move the cursor around the clock’s face to select a time; the time selection is displayed in 
the box. The lighter shading indicates an assumed AM time, and the darker shading indicates 
default PM. This is also populated in the box, and can be changed manually.  

• To type in the box without using the clock icon, you may type in standard format (e.g., “8:45 
AM”), or omit the minutes for on-the-hour events (e.g., “10 AM”). 

 
Queries 
One-Character Query 

• Prior to Releases 4.0, 4.1 and 4.2, two characters of the last name were required for a name 
search on the Query Screen.  This made it impossible for you to search for a person with a 
single-character last name.  Now, if a single character is entered into the last name field, it 
is evaluated for exact matches only.  A message will appear on the screen advising you that 
only exact matches will be found, see Fig. 12. 

• A single-character search will return only records with the first letter of the last name (e.g., 
“A” and not Anderson, Adkins…).   

• Otherwise, at least 2 characters are required for a search.   
• Searching with a wildcard and one character is not permitted (e.g., “A*”). 
 

     
     Search by one character (A)     Example: “Sammy A”                    Fig. 12 
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Query by Name; example: “Williams,” see Fig. 13: 
• PACER charges are based on the number of lines (54 lines equal one page).  For each name 

result, a row of information is displayed to the screen for each case in which that person is 
involved, as shown below. 

• When a name search is made, additional information now is displayed on the results page to 
allow you to select the correct case.  

 

    
                                                                                                                               Fig. 13 
                    
View Document 

• Direct query to PDF document under View Document, see Fig. 14. 
• A warning message has been added to the Query Screen, indicating that there is no 30-page 

PACER billing cap on the results page: “Warning: you will be billed for the total number of 
pages (this report is not subject to the 30-page limit on PACER charges).” 

 

       
                                                Fig. 14 
 

• Prior to Releases 4.0, 4.1 and 4.2, there was no way for you to view a document without first 
viewing a docket report (via the Internet).  Now, the “View Document” link allows you to enter 
a document number in the case currently being viewed, and view the document directly.  If 
multiple documents are associated with a document number, the Document Selection Menu 



 

   11

appears, from which you can choose the desired document. You must know the document 
number to access the PDF document, see Fig. 15. 

•   PACER customers: 
o    Can skip generating a docket report. 
o    Are charged normal fees per page. 

     
 
 
 

 
 
 
                                                  Fig. 15 
 
Proof of Claim Form, Claims Register & Notice of Electronic Claim Filing 
Compliance with Official B10 Claim Form, see Fig. 16  
 

• The Proof of Claim entry screen text and formatting have been modified to match the 
Official B10 Form. 

• The new claim data entry fields are: Amount Claimed, Secured and Priority.  Additionally, the 
amount claimed and the amount allowed totals are no longer calculated.  Instead, the “Amount 
claimed” field constitutes the totals of the various amounts claimed; you must enter the 
totals in this field, and no additional total is calculated.  

 
 
 
 
 

 
  
 
                                                                                                                                    
 

Fig. 16 
 
 
 
 
• Existing claims will be converted to the new format. 
• Unknown and Unsecured will appear if those amounts already exist, see Fig. 17 on next page. 
 

Total Amount 
of Claim –on 
claim form 

Secured Amount 
–on claim form 

Priority Claim Amount –on claim 
form 
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                                                                                                              Fig. 17 
 
A new message has been added to remind the user to enter the claim value, see Fig. 18. 
                           

             Fig. 18 
 
A message has been added to state that  "The values are reflective of the data entered.  Always 
refer to claim documents for actual amounts".  See Fig. 19. 
   

                Fig. 19 
   
 
 
Claims Register 

• Only three amounts are displayed on the Claims Register: Amount claimed, Secured claimed 
and Priority claimed, see Fig. 20 on next page.   

Unsecured 

Unknown 
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• Unsecured or Unknown amounts may be entered by a claimant into the Amount Claimed field, 
if applicable. 

• Prior to Releases 4.0, 4.1 and 4.2, the “Entered by” field displayed the original filer, even if a 
more recent claim amendment or part was entered by a different user.  Now, the “Entered 
by” field displays the filer of the most recent claim record.  

• Note: All existing claims will be converted and any amounts previously recorded as unsecured 
or unknown will be presented on the Claims Register. 

                                                                                                                                            Fig. 20      
 
 
 
OLD Claims Register Summary - See Fig. 21 
 

 
          Fig. 21 

• The “Old” Claims Register Summary, at Fig. 21 above, listed the values of “Unsecured” 
and “Unknown” if they were present. 
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• Only the Total Amount Claimed and Total Amount Allowed and the Secured, Priority and 
Administrative categories are displayed, see Fig. 22. 

• Neither the Unsecured amount nor the Unknown amount is displayed. 
• The Unsecured OR Unknown amount may be included in Total Amount Claimed.   

 

 
 
 
            

       Fig. 22 
 
Notice of Electronic Claim Filing, see Fig. 23. 
 

• The “File another claim” hyperlink that previously was displayed at the bottom of the Proof 
of Claim receipt has been moved to the top for easier access.  

• The Notice of Electronic Claim Filing will only list the three standard categories: Amount 
Claimed, Amount Secured and Amount Priority. 

 
        

 
 

  
 
 
 
 
 
 
  Fig. 23 
 
 
 
 

File Another 
Claim 
 moved to the 

Amounts are displayed by 
category instead of just the 
total amount claimed 
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Email Enhancements & BNC 
Email Notifications on BNC Certificates of Service, Attorneys Can Opt Out of Email from Lead BK Case 
 
Email Notification Updates, see Fig. 24. 
 

• You have an email preference record, as shown below. 
• Another level of security now is added to this email setup screen.  When a new user is added 

or an email address is modified, the CM/ECF System requires a set of two email addresses 
that must match.  This is true for both primary and secondary addresses. 

• Attorneys in adversary proceedings always have received Notices of Electronic Filings for 
the adversary proceedings in which they are directly involved and for their related 
bankruptcy cases.  There is a new option for attorneys: “Send notices for adversary 
proceedings in which I am directly involved but not for their related bankruptcy cases.” 
This election will stop all of the attorney’s email notices from the bankruptcy case, as long as 
the attorney has no involvement in the main case.  This is a global decision and applies to all 
adversary proceedings where the attorney is involved. 

• The following text also appears: “You may receive notice for some bankruptcy cases if it is 
required by the Clerk of Court.”  Thus, the court, in some instances, can designate events to 
override the option not to receive bankruptcy case Notices of Electronic Filings.  

 
 
 
 

                          Fig. 24 
 
 

 
 
 
 
 
 

Email addresses entered 
twice and must match. 

Current functionality is for 
attorneys in adversaries to receive 
notices from bankruptcy case also

New option allows adversary 
attorney to opt out of emails from 
main case

Notice to user that some emails 
will override the user’s request 
request 
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Notice of Electronic Filing (NEF) Message Update, see Fig.25. 

                      Fig. 25 
 
The option highlighted in Fig. 25 above is recorded and displayed in a new section on Notices of 
Electronic Filing from the related bankruptcy case. 
 
Bankruptcy Noticing Center Improvements 
 
Combining Noticing Recipients on Bankruptcy Noticing Center (BNC) Certificates of Notice 
 

• Parties on the case who have received a paper BNC notice through first class mail still will be 
listed at the top of the BNC Certificate of Notice. 

• All other parties to the case who have received Notices of Electronic Filing for a matter, 
however, now also will be listed on the BNC Certificate of Notice.  This list will be appended 
to the Certificate of Notice as a second page.  This means that you no longer will need to look 
in two locations to determine who was noticed.   
 

Emailed Bypass Notice to Debtor’s Attorneys 
 

• The court makes use of the BNC to mail notices.  That only can be performed successfully if 
the address provided is valid.  If an address is not valid, the United States Postal Service 
treats this as sending mail to an undeliverable address.  The BNC bypasses notices with 
undeliverable addresses from printing and mailing.  It is important that all provided 
addresses be valid to avoid this outcome.   

• Prior to Releases 4.0, 4.1 and 4.2, you received printed and mailed BNC bypass notices 
associated with the court’s issuance of the 341 notice.  The improvement provided now will 
result in notification to your primary e-mail address on file with the court of undeliverable 
addresses for all notices mailed by the BNC.   

NEF lists people on related 
 case who have chosen not to 

 receive notice from main case. 
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Emailing 341 Notices to Debtors’ Attorneys; Other Improvements 
 

• Prior to Releases 4.0, 4.1 and 4.2, the debtor’s attorney received the 341 notice by Notice of 
Electronic Filing with the debtor’s redacted Social Security Number (SSN) and by U.S. Mail 
through the BNC with the debtor’s full SSN. Now, the 341 notice will allow the BNC to send 
the debtor’s attorney an email containing a secure hyperlink to the unredacted 341 notice in 
place of a paper notice.  The BNC will send one summary email per day containing hyperlinks 
to one or more notices.  Each hyperlink provides one free look to the full notice.  The debtor’s 
attorney no longer will receive the paper 341 notice from the BNC.   

• Prior to Releases 4.0, 4.1 and 4.2, when a party was terminated through a docketed event, the 
terminated party did not receive notice of the event.  Now, the terminated party is included 
in the noticing list. 

• Now, you (or debtor if the case is a pro se case) will be notified through your primary email 
address on file with the court of undeliverable addresses for all notices transmitted by the 
BNC.  You no longer will receive paper bypass notices mailed by the BNC. 

• The title of the BNC PDF certificate has been changed to “Imaged Certificate of Notice”; 
prior to Releases 4.0, 4.1 and 4.2, the document’s PDF header displayed the old title, “Imaged 
Certificate of Service”.  For documents entered after CM/ECF Releases 4.0, 4.1 and 4.2 are 
installed, the PDF header will match the new title. 
 
 

RSS Feed Technology 
 

• We now offer an RSS Feed with links to docket sheets and documents.  A standard RSS 
reader is not provided with CM/ECF, but the software supports the readers included with 
the standard supported browsers.  An entry is made to the RSS feed every time a docket 
entry is made.  

 
• Clicking on the link displays brief details of recent events.  To access the RSS Feed option, 

login to CM/ECF and you will see the menu item under Utilities.   At any given time, the feed 
displays all entries that have been docketed within the last 12 hours, see Fig.26. 

  
 
 
 
 
 
 
 
 
 
 
 
                 Fig. 26 
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• You may click on the case number to view the docket sheet, and click on the document number 
to view the related document. All information accessed in this manner is subject to standard 
PACER fees, and is displayed only if you have permissions to view the information. There is no 
fee for the initial RSS feed report.   

 
 
Mortgage Payment Changes 
 
Rule 3002.1 
 

• Provides a process for a Chapter 13 debtor to cure a default and maintain payments on a 
home mortgage during the plan. 

• Applies to claims that are: 
o secured by a security interest in the debtor’s principal residence; and 
o provided for under 1322 (b)(5) of the Code in the debtor’s plan. 

• To comply with the rule, CM/ECF has been modified to allow a creditor to file the “Notice of 
Mortgage Payment Change,” the “Notice of Postpetition Mortgage Fees, Expenses, and 
Charges,” and the “Response to Notice of Final Cure Payment” as a supplement to the holder’s 
proof of claim.  Several areas are affected by this change, as described below. 

• The change is effective December 1, 2011. 
 
Mortgage Creditors must file three new events as supplements to the claim. When docketed, 
these events appear in the history section of the Claims Register. 
 

• “Notice of Mortgage Payment Change,” see Fig. 27 on next page. 
• “Notice of Postpetition Mortgage Fees, Expenses, and Charges,” see Fig. 28 on next page. 
• “Response to Notice of Final Cure Payment” -  Rule 3002.1 

 
The Three New Claim Events: 
 

• Supplement to claim on claims register 
• Not an attachment to the claim 
• Not an amended claim 
• Docketed as a claims event, through Bankruptcy, Claim Actions. 
• Will appear on the claims register history 
• Events are filed by the mortgage creditor 
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                                                Fig. 27 
 
 
 
 
 
 
 
 
 

  
 
 
 
 
 
 
 
   Fig. 28 
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Claims Register 
 

• When any of the events are docketed, they are displayed on the History section of the 
Claims Register for their associated claims. 

• Note: Select document number to view attachment, see Fig.29. 
 
 
 
 
 
      
 
    
    
     
 
 
 
 
 
                                                                                                              Fig. 29   
        
 
Miscellaneous Items 
 

• Mozilla Firefox 3.5 and Internet Explorer 8 do not allow users to type directly into a file 
name box on a document upload screen; instead, you may click the “Browse” button, then 
search for the document or type the file name in the resulting window. 
 

• For data security, it is important to exit the browser after logging out of the application.  To 
encourage this, a message is now displayed upon logout to remind users to exit the browser. 

 
• Where the full document path and title were previously displayed (e.g., on the Notice of 

Electronic Filing), now only the document title is displayed when using Mozilla Firefox 3.5; 
using Internet Explorer 8, the full path is displayed for the main document, and the 
document title only is displayed for attachments.  

• The Court Information utility now includes a “PDF/A Compliance Required” indicator, which is 
currently set to “n”; this will be used in a future release to indicate whether the court 
requires documents to meet a PDF/A technical standard. No changes to PDF document 
requirements are implemented in Releases 4.0, 4.1 or 4.2.  

• Prior to Releases 4.0, 4.1 and 4.2, document hyperlinks did not change color when visited. This 
has been fixed.  
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• Prior to Releases 4.0, 4.1 and 4.2, document number hyperlinks changed when the cursor 
passed over them for the first time. Only after this change was the hyperlink fully correct. 
This has been fixed; the hyperlinks are now accurate when the page is initially loaded.  

• The “Create Appendix” Docket report feature used for an adversary proceeding can now be 
uploaded through docketing. 

• To avoid problems with pop-up blockers among various browsers, the pop-up window previously 
generated by a pay.gov transaction now is displayed as a panel.  The panel appears as a part of 
the original application window; so it is not affected by pop-up blocker settings. 

• If you wish to use the keyboard rather than the mouse, pressing the Enter key now gives the 
same result as clicking the button that submits the screen. Pressing the space bar also works 
if the focus is on the button that submits the screen.  

o Note: This key action was previously available on a number of screens throughout the 
application, but has been enhanced to be available on all screens. 

 
 

 
 
Form Changes  

 
• Minor wording and style changes were made to each of the following versions of Official 

Form 9 (Notice of Commencement of Case under the Bankruptcy Code, Meeting of Creditors, 
and Deadlines): B9A, B9B, B9C, B9D, B9E, B9F, B9G, B9H and B9I, to match the official 
forms which have been updated.  

• Numerous modifications were made to form B10 (Proof Of Claim), to agree with the official 
form. 

 
 
 
 
 
 
 
 
 

[THIS AREA IS INTENTIONALLY LEFT BLANK] 
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Addendum A – Sealed Functionality 
 
In Release 4.1, Courts now have the ability to allow an external CM/ECF user (external user or user) 
to file documents or entries under seal.  Access to all restricted information may be updated by the 
court as appropriate.  Any user who is to be granted access to sealed or restricted information must 
have a CM/ECF account. 
 
Sealed Functionality 
 
If a case is sealed, any user who does not have permission/access, cannot docket to the case, and, in 
most instances, cannot see the case.  Limited case header information is displayed on the Cases 
Report and in some areas is available to court users only. 
 
What can be Sealed in Release 4.1? 

• Case  
• Docket entry  
• Document  

 
Sealed is the only available restriction for a case.  When an entire bankruptcy or adversary case is 
sealed, each docket entry and document with the case is sealed.  If a case is sealed, users who do 
not have permission cannot docket to it, and in most cases cannot see the case.  Limited case header 
information is displayed on the Cases Report.  If only some items in the case are sealed, users 
without permission can see everything except the sealed items, and can docket to the case.  A case 
may be opened under seal by court users only.  
 
Except upon court order, no docket entry or case shall be sealed and no external user shall file a 
document electronically under seal. 
 
If An External User is Authorized to See Sealed Data 
 
If a user is authorized to see sealed data, the sealed status is indicated as follows:  
*SEALED* is incorporated into the case number that is displayed for a sealed case.  NOTE:  When a 
user is authorized to file a document at the sealed level, s/he also will automatically have access to view it.  
See Fig. 30. 

 
  

 
 
 
 
 
Fig. 30 
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If a user clicks a link for a sealed document, the following warning is displayed.  See Fig. 31. 
 

 
           Fig. 31 

If a user successfully accesses a sealed document, an entry is made in the log table and reported in 
the System Transaction log. 
 
*SEALED* is incorporated into the PDF header on a PDF document.  See Fig. 32. 
 
 

 
           Fig. 32 
 
Sealed docket entries are labeled *SEALED*, on the case docket.  See Fig. 33.  
 

 
                Fig. 33 
 
 
 
If a User is Not Authorized to See Sealed Data 
 
If a user is not authorized to see sealed data, it is hidden from view except for limited information 
on the Cases Report.  
 
If a user searches for a party by name, the query program returns matches only for cases the user 
is authorized to see. Therefore, if a party is involved only in cases that are sealed and the user does 
not have access to those cases, the message, “No match found” is displayed. See Fig. 34. 
 

 
                 Fig. 34 
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If a user searches for a party by case number, and the case is sealed, the results screen displays 
the message, “Case xx-xxxxx is sealed.”  The Run Query button is then disabled, and the user is not 
allowed to continue the query.  See Fig. 35. 
 

  
                                    Fig. 35 
 
Sealed information is not included on reports, forms are not generated in sealed cases or for sealed 
entries and Notices of Electronic Filing (NEF) include generic text for restricted entries.  See Fig. 
36. 
 

 
                 Fig. 36 
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